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Chapter 1

INTRODUCTION
National defense and national security have, historically, always been in the top
two or three concerns of the American citizen—rank dependent on the national defense
and national security environments.
One difficulty in understanding the concepts of national defense and national
security is that many citizens consider the terms interchangeable, i.e., different names for
the same thing. While there is a considerable overlap in the concepts with respect to
inputs (e.g. intelligence) and outputs (e.g. policies and programs) the terms are still best
understood and explained as separate entities. Figure 1 graphically depicts this overlap.

National Defense

National
Defense
&
National
Security

National Security

Figure 1. Inputs/Outputs: National Defense/National Security

In terms of budgets, the national defense budget, in general, reflects a war
fighting capability, while the various components of the national security budget, again in
general, is preventive in concept.
Chapter 2 provides an overall look at the federal government’s budget process.
Chapter 3 describes America’s intelligence agencies, their missions and capabilities.
Chapter 4 reviews the different agencies that constitute our national defense while
Chapter 5 considers the contracting practices of the Department of Defense. Chapter 6
examines private sector–Department of Defense (DOD) cooperative efforts to increase
efficiencies and savings in DOD airlift and sealift programs. Chapter 7 examines the
elements that constitute our national security. In Chapter 8 possible savings in the defense
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and national security budgets are examined together with the difficulties of achieving
such savings.
Commenting on the many, well publicized, criticisms and failures of some of the
agencies cited in this guide will be left to others. In this respect, there is sufficient
information available in the media and on the internet on which the American citizen can
make a judgment.
And while there are experts in many areas of national defense and national
security, there are few that can claim expertise across the entire spectrum of the concepts.
This guide relies on no experts but rather shows the process by which we achieve our
national defense and national security.
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Chapter 2

ANNUAL BUDGET OF THE UNITED STATES
Introduction
Our national defense, national security capabilities begin with the annual budget
of the United States. In this process decisions are made not only about how much to
spend overall but also where to spend, e.g. planes, ships, military personnel, etc. Seldom
does the amount initially proposed become the final spending authority.
There is no Constitutional mandate with respect to budget completion. If a fiscal
year (FY) begins with no appropriation(s) for one or more federal agencies, Congress will
pass an emergency funding bill for a defined period of time.
There is no Constitutional mandate with respect to limiting the amount of national
debt or annual deficits. Congress can pass and the President sign legislation to increase
the national debt. Over the years different legislative acts have sought to discipline
federal spending. Such laws, however, can be repealed, modified or ignored.
The time line with comments outlined below is a generalized one and relatively
easy to comprehend. More detailed information on the budget process is shown in Figure
2.

Budget Process for Fiscal Year Beginning October 1st
September-October-November-December-January
•

Executive branch agencies submit their initial budget requests to the President.

•

Other agencies submit initial budget requests.

•

Congress and Judiciary submit their budget requests

•

Office of Management and Budget (OMB), a cabinet level agency, reviews
federal agency budget requests and recommends a budget to be sent to Congress.

February-September
•

President sends detailed budget to Congress for coming fiscal year. Budget goes
to relevant committees in House and Senate.
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•

Congress holds hearings on President’s budget. With respect to the defense
budget. testimony provided by:
•
•
•
•
•
•
•

Secretary of Defense
Service secretaries—Army, Air Force, Navy,
Chairman, Joint Chiefs of Staff
Service Chiefs, Commandant, Marine Corps
Senior civilian officials, DOD
Relevant defense contractors
Other

With respect to the homeland security budget, testimony provided by:
•
•
•
•
•
•
•
•
•
•

National Security Council
National Security Advisor
Director FEMA
Director FBI
Office of Intelligence (DHS)
Transportation Security Administration
US Secret Service
US Immigration and Customs Enforcement
US Customs and Border Protection
Other

•

After debate in House and Senate, House-Senate conference issues a conference
committee report, i.e., budget resolution. Resolution is a guide for Congress with
respect to appropriations. Deadline for resolution is April 15. If no resolution is
passed, previous year’s resolution takes effect.

•

Congressional Budget Office (CBO), a part of the legislative branch, reviews
budget, estimates revenue and determines if additional cuts in spending are
necessary.

•

Congress completes action on appropriation bills.

•

OMB updates its review of budget.

•

Budget, as amended by Congress, signed or vetoed by President.

October
•

October l: fiscal year begins.
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Figure 2. U.S. Budget and appropriations process
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Chapter 3

U.S. INTELLIGENCE COMMUNITY
Essentially, intelligence is about obtaining knowledge of a present event or
situation, forecasting a future event, or both, e.g,. At what stage is Iran’s nuclear
weapons program? When will it test a nuclear weapon? Both undertakings are difficult
with a built in, high percentage of error. Many times the greatest difficulty is fitting
together separate pieces of intelligence to form the whole. It cannot be over emphasized
that intelligence is a major input into shaping our national defense/national security
budgets.
The United States Intelligence Community (IC) is an independent agency within
the United States government and is composed of 16 separate government agencies that
cooperate on intelligence activities necessary to conduct foreign relations and to protect
the security of the United States. The agency was established by executive order
(President Ronald Reagan) in 1981. It is headed by the Director of National Intelligence
(DNI) who reports to the President of the United States.

Purpose
The purpose of the IC is to collect, analyze and disseminate information obtained
from domestic and foreign sources to the relevant agencies of the U.S. government. This
dissemination can range all the way from the White House (President), to Congress to
combat commanders engaged in military operations.

Specific Objectives
Specific objectives of the U.S. intelligence community as outlined in Executive
Order 12333 (President Reagan 1981) are:
•

Collect information as required by the President and other executive branch
officials (e.g., Secretary of Defense, National Security Council, Department of
Homeland Security).

•

Produce and disseminate intelligence.

•

Collect information necessary to protect against overt and covert activities that
threaten the U.S., e.g., hostile foreign powers and terrorists.

•

Clandestine operations in support of U.S. foreign policy that will not
otherwise be acknowledged by the U.S. government.
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•

Support activities in the United States and in foreign countries that are
necessary to carry out authorized programs as required.

•

Other activities as directed by the President.

Programs
The IC supports two broad programs. One is the National Intelligence Program
(NIP). The second is the Military Intelligence Program (MIP).
As stated by the National Security Act of 1947, the NIP refers to “all programs,
projects and activities of the intelligence community, as well as any other programs of the
intelligence community designated jointly by the Director of National Intelligence and
the head of a U.S. department or agency or by the President.”
The Military Intelligence Program refers to projects and activities of military
departments to acquire intelligence for planning and conducting tactical military
operations. The MIP is directed by the Secretary of Defense. As might be expected, there
is considerable overlap between the programs with regard to military intelligence.

MEMBERS OF THE INTELLIGENCE COMMUNITY
•
•
•
•
•
•
•
•
•

Central Intelligence Agency (CIA)
Defense Intelligence Agency (DIA)
National Security Agency (NSA)
Army Military Intelligence (AMI)
Air Force Intelligence and
Surveillance
Office of Naval Intelligence (ONI)
Marine Corps Intelligence
National Reconnaissance Office
National Geospatial-Intelligence
Agency

Dept. of Energy
• Office on Intelligence and
Counterintelligence

Dept. of Homeland Security
• Office of Intelligence and Analysis
• Coast Guard Investigative Service
Dept. of Justice
• Federal Bureau of Investigation (FBI)
• Drug Enforcement Administration
Dept.of State
• Bureau of Intelligence and Research
Dept. of the Treasury
• Office of Terrorism and Financial
Intelligence
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The National Intelligence Estimate(s)
A National Intelligence Estimate (NIE) is an assessment of a particular national
defense/national security issue. The assessment is approved and issued through the Office
of Director of National Intelligence (National Intelligence Board) and represents an
agreement of the 16 intelligence agencies, one which can range from being near
unanimous to one reached at the lowest common denominator. e.g. Iran is a threat to
Middle East stability.
The operative word in National Intelligence Estimate is estimate, which, by
definition, is an estimate of a future event. Requests for an NIE can come from civilian or
military policy makers and specified congressional leaders. NIEs may be urgent, i.e.,
produced in a short period of time or lengthy in which time may extend over many
months. NIEs are classified documents.

Congressional Oversight
In the House of Representatives oversight of the intelligence community is vested
in the House Permanent Select Committee on Intelligence. Funding for intelligence
agencies is vested in the House Appropriations Committee. Three members of the
intelligence committee are members of the Intelligence Oversight Panel on the
Appropriations Committee. The purpose of this panel is to make recommendations to the
responsible appropriation subcommittees, e.g., the Defense Appropriations
Subcommittee.
In the Senate oversight of the intelligence community is vested in the Senate
Select Committee on Intelligence. In 2007 a Memorandum of Agreement improved
coordination between the intelligence and appropriations committees.
In both the House and Senate, membership on the select intelligence committees
includes members from the Appropriations, Armed Services, Foreign Relations and
Judiciary Committees.
Both the Senate and House intelligence committees have broad authority over the
intelligence community. Each issues reports to its respective chamber. Each has rules
with respect to classified material, i.e., making classified material available to non
committee members. As might be expected, the President also has input regarding
decisions to release classified material but does not have an absolute veto power.
Numerous recommendations have been made to improve congressional oversight
of the intelligence community. One is to create a joint committee on intelligence that
would report legislation to each chamber of Congress. This committee would replace the
present House and Senate Select Committees on Intelligence. A second recommendation
would authorize a single Inspector General (IG) for the entire IC. At present there are
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separate IGs for most members of the IC community. Another recognized problem is the
need to clarify and expand the independent audit authority of the Government
Accountability Office (GAO). At present its audit authority is unclear with respect to the
IC, e.g., the CIA.
In the past, Congress has been criticized over its lack of oversight of intelligence
operations given the fact that the House and Senate intelligence committees receive daily
classified reports from the different intelligence agencies.
A two year investigation by The Washington Post found that approximately 1,271
government organizations and 1,931 private firms work on programs related to counterterrorism, homeland security and intelligence in some 10,000 locations across the United
States. An estimated 854,000 individuals hold a Top Secret clearance. Thirty three
buildings for top secret work are under construction. The Post concludes that it is
impossible to measure effectiveness in so massive a program.
A suggested “intelligence source” for readers of this Guide is the Central
Intelligence Agency’s The World Fact Book. This CIA publication “publishes
information on the history, people, governments, economy, geography, communications,
transportation, military and transnational issues for 266 world entities. Our reference tab
includes maps of the world’s regions, as well as Flags of the World, a Physical Map of
the World, a Political Map of the World, and a Standard Time Zones of the World Map.”
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Chapter 4

NATIONAL DEFENSE
Department of Defense

COMMAND STRUCTURE
President
(Commander in Chief U.S. Armed Forces)

National Security
Council
Secretary of Defense

Chairman,
Joint Chiefs
of Staff

Unified Commands

Joint Forces Command
European Command
Central Command
Southern Command
Pacific Command
Northern Command
Special Operations Command
Strategic Command
Transportation Command
Africa Command
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DOD Budget
FY 2010
Base budget authority
Overseas contingency
Total

$530,755 (millions)
$129,648
$660,403

Percent of federal budget 19.0%
Percent of Gross Domestic Product (GDP) 4.7%

FY 2011 (estimate)
Base budget authority
Overseas contingency
Total

$548,919 (millions)
$159,336
$708,255

Percent of federal budget 21.5%
Percent of Gross Domestic Product (GDP) 4.8%

Inputs to Defense Budget
President. A president’s input to the defense budget actually begins as a
presidential candidate. In this role he/she, in general, outlines their position on national
defense—among others, the defense budget, spending priorities, and proposed changes in
to the defense budget of the previous administration. If the presidential candidate
becomes President his/her national defense advisors during the campaign will, most
likely, carry over as national defense advisors in his/her administration.
The President’s proposed DOD budget includes all aspects of national defense—
hardware (aircraft, ships, tanks, etc.), logistics support for all defense activities,
personnel—military and civilian, defense intelligence, and defense research. The FY
2010 budget provides support for approximately 710,000 civilian employees and
1,400,000 military personnel.
Secretary of Defense. The Secretary of Defense is a cabinet level department
and is appointed by the President subject to approval of the Senate. The Secretary of
Defense reports directly to the President. Reporting to the Secretary of Defense are the
Unified Commands, the Joint Chiefs of Staff and the Military Departments—Army, Air
Force and Navy (Marine Corps).
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While not in the chain of command, i.e., directly reporting to Congress, Congress
can, through legislation, require DOD reports on specific issues. An example is DOD’s
annual report to Congress on China’s military capabilities, military intentions, military
programs, and the balance of power in the Taiwan Strait, as well as other facets of U.S.–
China relations.
Secretary of Defense

Military Departments

Unified Commands

Joint Chiefs

National Security Council. The Council’s purpose is to advise the President on
national defense, national security, and foreign affairs policies. The Council reports
directly to the President and is composed of, among others, the Vice President, National
Security Advisor, Secretary of State, Secretary of the Treasury, Secretary, Department of
Homeland Security, and Chairman, Joint Chiefs of Staff. At different times other ranking
administration officials are invited to attend.
The National Security Advisor (Assistant to the President for National Security
Affairs) is the chief adviser to the President on national defense/national security issues.
He/she is a member of the National Security Council which reports directly to the
President. The National Security Advisor is a part of the Executive Office of the
President and is not subject to Senate confirmation,
The Joint Chiefs of Staff report to the Secretary of Defense but also serve as the
President’s military advisers and in this respect may, if requested, report directly to the
President. The Joint Chiefs are composed of the Army Chief of Staff, Air Force Chief of
Staff, the Chief of Naval Operations and the Commandant of the Marine Corps. The
Chairman of the Joint Chiefs is appointed by the President and is the nation’s highest
military officer. The Joint Chiefs of Staff are responsible for strategic planning,
contingency planning, budgeting with respect to military activities included in the
President’s budget, and preparing relevant quarterly reports to the Secretary of Defense.
The Joint Chiefs are supported by the Joint Staff composed of senior military and
civilian officials. The Director of the Joint Staff directs staff activities related to planning,
programming, budgeting and execution of the responsibilities of the Joint Chiefs.
National Debt and Annual Deficits. According the Congressional Budget Office
(CBO) the federal public debt will increase from $6.3 trillion in 2009 to a present $8.2
trillion and is headed toward $20.3 trillion in 2020.
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The FY 2009 annual budget deficit was $1.42 trillion. After examining the FY
2011 budget, the CBO estimated it would generate a combined deficit of $9.75 trillion
over the next 10 years. All knowledgeable authorities, military or civilian, agree that such
deficits and cumulative debt are unsustainable and directly impact the defense budget. If
the federal deficit is to be reduced, all executive branches of the federal government
would have to be funded at lower levels. With respect to the defense budget, the goal of
the Secretary of Defense is to save $100 billion over the next five years. Plans are to trim
overhead department-wide, and develop efficiencies in the present force structure and
force modernization programs. In June 2010 the Deputy Secretary of Defense stated that
the military services will have to identify lower priority programs that will not be part of
future budgets.
Defense Intelligence Agency (DIA). The DIA is one of the 16 components of the
Intelligence Community (Chapter 3) and is the producer/manager of military intelligence
for the DOD. It coordinates the service intelligence components, e.g., naval intelligence,
as well as producing intelligence for the combat commands, defense policy makers and
force planners. The Director of DIA is also Chairman of the Military Intelligence Board.
The DIA budget is classified.
U.S. Military Reserve Forces. To the extent that reserve forces are ready and
capable then to that extent can consideration be given to reductions in our active forces.
The seven military reserve components of the U.S. armed forces include:
•
•
•
•
•
•
•

Army Reserve
Navy Reserve
Marine Corps Reserve
Air Force Reserve
Coast Guard Reserve
Army National Guard of the United States
Air National Guard of the United States

The purpose of the reserve forces is to augment U.S. active military forces in time
of war or national emergency or as our national security may require. Members of
reserve units serve a minimum of 39 days of active duty. Total personnel of U.S. reserve
forces is approximately 840,000; the Army National Guard being the largest reserve
component with over 400,000 personnel.
Reserve affairs are administered by the Office of Assistant Secretary of Defense
for Reserve Affairs. The cost of maintaining a military component of the U.S. armed
forces is between eight and nine percent of DOD’s annual budget.
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Special Interests-Lobbyists. Defense contractors and their lobbyists are a major
input to the defense budget. With some exceptions, defense contractors are in the private
sector. A major exception are the public sector naval shipyards. These business
organizations produce products and services for the DOD and may be foreign as well as
domestic entities. While there are different lists, different criteria and different points in
time, generally included in every list of the top 15 defense contractors are:
•
•
•
•
•
•
•
•

Lockheed Martin
Northrop Grumman
Boeing
Raytheon
General Dynamics
United Technologies
L-3 Communications
ITT

•
•
•
•
•
•

Computer Science Corporation
BAE Systems
Honeywell International
Science Applications International
KBR (Engineering Construction Services)
European Aeronautics Defense and Space
(EADS)
• Hewlett Packard

In the last quarter of 2009 defense contractors reportedly spent $27 million in
lobbying efforts. In this respect, lobbying expenses cited for five major defense
contractors are:
Boeing
Lockheed Martin
Northrop Grumman
United Technologies
Honeywell International

$6.13 (millions)
$3.16
$5.43
$3.66
$1.94

An erroneous assumption is that lobbyists always impact negatively on the
defense budget process. On the plus side lobbyists provide detailed information and
arguments for their client’s products and services. The downside is the possibility of
illegally influencing those who make procurement decisions, both in the executive branch
and Congress.
Congress. Congressional input into the defense budget process is through
hearings by relevant defense related committees, e.g. Armed Services and Appropriations
Committees.
Citizen. The individual’s input into the defense budget process is through his/her
Congressman and Senator.
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Chapter 5

CONTRACTING FOR DEFENSE
Procurement’s share of the proposed FY 2011 base defense budget ($548.9
billion) is $112.9 billion. An additional $24.6 billion is included in Contingency
Operations Cost request. In percent terms, the allocation of procurement dollars is:
Procurement Category
Aircraft
Classified
Shipbuilding
Communications and Electronics
Ammunition and Missiles
Support and Other
Ground Systems
Defense Wide
Space Systems
Missile Defense

(% )
36
15
14
8
8
8
4
3
3
1

Source: Analysis of the FY 2011 Defense Budget by Todd
Harrison, Center for Strategic and Budgetary Assessments

“The Department of Defense is ready to do business, on a competitive
basis, with competent firms that can supply the products or services it
needs.
* * * * * * *
Actually, there are few differences between your commercial business and
selling your products or services to the various DOD organizations. Basic
principles followed in selling within the commercial business field
generally apply in dealing with DoD.” Source: Selling to the Military,
Part 1. DoD Directive 4205.1
According to DOD Directive 4205.1, close to 98 percent of DOD’s purchases are
for $100,000 or less and account for less than 20 percent of DOD’s procurement funds.
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Purchase orders ($100,000 or less)
*Oral or brief written requests for quotations in the purchasing area. The
successful bidder is issued a purchase order. Delivery of the product or service constitutes
contract acceptance and fulfillment.

Purchases over $100,000.
*Sealed bids are used when the DOD exactly specifies its requirements. An
example is the competition between Boeing and Airbus (EADS) to replace the aging U.S.
air refueling tanker fleet, a contract worth approximately $35 billion. The DOD lists 372
contract requirements for a submitted bid.
*Competitive proposals. The purchasing office issues a Request for Proposals
(RFP) then reviews acceptable proposals with the aim of getting the best contract for the
DOD.

Fixed price contracts.
Cost reimbursement contracts. Used when, for one reason or another, a fixed price
contract is not feasible.
Total procurement costs, estimated costs, advanced procurement funding and cost
adjustments
To illustrate the above, two examples of Navy builds are cited; the nuclear
powered aircraft carriers George H. W. Bush (CVN 77) and the Gerald R. Ford (CVN
78).
Since FY 1958 all U.S. aircraft carriers have been built by Northrop Grumman
Newport News Shipbuilding. It is the only shipyard that can build large deck, nuclear
powered aircraft carriers. Note: In such builds there are many hundreds of subcontractors
and suppliers in as many dozens of states. The normal build time for a carrier is 7 years.
The George H.W. Bush, last of the Nimitz-class carriers, was procured in FY
2001 and entered service in 2009. In FY 2001 Congress approved $4.05 billion of a total
procurement cost that was estimated at $4.97 billion. The FY 1998 defense authorization
act limited the ship’s procurement cost to $4.6 billion plus adjustments for inflation and
other factors. With permitted adjustments the cost cap was $5.36 billion. The Navy later
testified that CVN 77’s estimated cost had increased to $6.05 billion. Congress was
asked, and did increase the cost cap to $6.05 billion.
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The Navy’s proposed FY 2007 budget requested $7.39 billion in advanced
procurement funding for the Gerald R. Ford of an estimated a total acquisition cost of
$13.7 billion. The ship is to be funded over a total of nine years. Under the proposed
funding plan approximately 35 percent of its cost will be advanced procurement funding
with remaining funding to be divided over the next two fiscal years, FY2008 and
FY2009.
Due to changing technology change orders account for a large part of the
difference between estimated total cost and final total cost. Building a carrier takes
between 7 and 8 years. During that time technology changes and logically those changes
should be incorporated in the build.

Classified Funding
Classified products and services can be found in the Research, Development, Test
and Evaluation (RDT&E) portions of the defense budget as well as in the procurement
and Operations and Maintenance (O&M) portions. A large part of classified funding goes
to the Intelligence Community. In the case of acquisitions, much of the classified portions
are in the research and design stages of the product. Black acquisitions include the
Lockheed U-2 (Dragon Lady), the Lockheed SR-71 Blackbird, the B-2 stealth bomber
and the F-117 stealth fighter.
Total classified funding the FY 2011 budget is approximately $58 billion. As
noted above this is an estimated 15 percent of the defense budget.
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Chapter 6

PRIVATE SECTOR – DOD PARTNERSHIPS
In 2010 the United States had approximately 370,000 service men and women
deployed in over 100 countries on various missions from war fighting in Afghanistan
(94,000) to less than 100 uniformed personnel in the Philippines, mainly on training
missions. In a peacetime environment these outposts are routinely supplied by military
aircraft and ships. When, however, a peacetime environment becomes one of conflict or
possible conflict; where the demands on the routine supply chain can be increased by 10
times or greater, military transport is not enough to meet surge requirements
In such cases, what are DOD’s options?
1. The Department of Defense can acquire and maintain an
active military reserve of ships and planes to meet a
worst case scenario but at a cost of multi billions of
defense dollars.
2. Under the emergency powers of the President, civilian
transportation assets could be confiscated and committed
piece-meal to areas where needed; a process that could
take weeks, if not months, to establish an efficient supply
system but one that does not allow for the disruption of
commercial commerce. If U.S. civilian assets are
insufficient or cannot be brought on line quickly, foreign
assets could be chartered, again a time consuming
process.
3. Develop and put in place a program where civilian
transportation assets can be acquired and utilized in
a relatively short time; a program where the role of the
military and the private sector are well understood.
The Civil Reserve Air Fleet (CRAF) program was established in 1951. Under this
program U.S. airlines contractually commit a portion of their fleets (30 percent of
passenger aircraft, 15 percent of cargo aircraft) to meet military requirements when
needed.
CRAF has three segments-international, national and aero medical evacuation.
With respect to the international segment, aircraft must have an over water capability of
3,500 miles. The airline must provide an on-call base of 4 pilots for each aircraft. The
commander of the U.S. Transportation Command has the authority, with the approval of
the Secretary of Defense, to activate CRAF contracts. When notified, CRAF planes must
18

be mobilized within a 24-72 hour time frame. In 2010 34 passenger and cargo airlines,
offering approximately 1,200 planes, participated in the CRAF program. In return for a
CRAF commitment, the government makes its peacetime airlift business available to
participating carriers. In addition to the guaranteed portion of the contract, government
contracts can be worth multi billions of dollars annually.
The Military Security Program (MSP) is the successor to the former Sealift
Readiness Program (SRP) and the operating differential subsidy (ODS) of the Merchant
Marine Act of 1936.
The purpose of the MSP is to make readily available to the DOD a sufficient
number of active, private sector, ocean going ships in time of war or national emergency,
i.e. militarily useful ships such as lighter aboard ships (LASH), tankers, container, roll
on-roll off, and general cargo ships as well as crews to man this tonnage—approximately
2,400 seagoing positions. Annual funding for the program in FY 2009-2011 is $174
million; for FY 2012-2015, funding is $186 million.
In 2010 sixty ships, owned by 14 private sector shipping firms, participate in the
MSP. Each MSP ship receives an annual operating subsidy of $2.1 million.
MSP ships are retained by renewable, one year contracts. They are required to be
of U.S. registry, crewed by American seaman and actively engaged in the foreign
commerce of the United States. This tonnage is subject to call up by the Secretary of
Defense. An example of a possible surge requirement would be a North-South Korean
conflict, South Korea being an ally that the United States has pledged to defend.
The MSP program has bi-partisan support in the Congress and DOD. The
program relieves DOD of providing and maintaining a standby “surge” fleet. Cost
savings are estimated in the billions of dollars.
The Voluntary Intermodal Sealift Agreement (VISA) is an all encompassing
sealift partnership between the Department of Defense and the Department of
Transportation (Maritime Administration) and U.S. flag shipping companies.
To receive preference in the movement of DOD peacetime business a carrier must
be enrolled in the VISA program. Its maximum commitment is 50 percent of its fleet;
percent of commitment depending on DOD contingency requirements. All major
American flag shipping firms are enrolled in VISA, including all vessels in the MSP
program. VISA enrolled shipping companies, including seagoing tugs and barges, must
also pledge their national and international intermodal equipment, e.g., containers,
container cranes, wharfs, and storage facilities.
The VISA program puts in place a complete intermodal shipping capability that
can quickly be activated in time of war or national emergency.
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The Ready Reserve Force (RRF) and the Maritime Prepositioning Ships (MPS)
are cooperative programs between the DOD, the Maritime Administration, American
shipping companies and American seagoing unions.
The RRF is composed of approximately 50 government-owned, militarily useful
ships (numbers vary from month to month) that are kept in a ready reserve status, i.e., can
be called up in 5-10-15-30 days. Located at ports on the Atlantic, Pacific and Gulf coasts,
early activation ships have standby crews of 9-10 merchant seamen. When activated, full
crews are supplied by the relevant maritime unions. No warning activation tests are
conducted periodically. RRF ships have been activated in Desert Shield/Desert Storm,
Operation Iraqi Freedom, Hurricane Katrina and Haitian earthquake relief.
The MPS program is made of 13 specially configured ships loaded to Marine
Corps specifications,. i.e., contains supplies and equipment to support an initial Marine
Corps operation for 30 day. These government-owned ships are managed by American
shipping companies and crewed by American seamen.
The MPS fleet is divided into three squadrons—one in the Atlantic/Mediterranean
area, one at Guam and one at Diego Garcia in the Indian Ocean. The purpose of MPS is
to enable DOD to quickly deploy to any trouble spot where American vital interests are
threatened. Initial operations personnel are reinforced by airlift. The main advantage of
MPS is that equipment does not have to be airlifted to the trouble area—only personnel.
This savings in time can be measured in thousands of hours.
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Chapter 7

NATIONAL SECURITY
Department of Homeland Security
The Department of Homeland Security (DHS) is a cabinet level department
within the executive branch and was created by law in 2002. The department has
230,000+ employees.

STRUCTURE
President

DHS

• US Citizenship &
Immigration Services
• US Customs & Border
Protection
• FEMA
• US Immigration & Customs
Enforcement
• Transportation Security
Administration
• US Coast Guard
• US Secret Service

Homeland Security Council
•
•
•
•
•
•
•
•
•

•
•

President
Vice President
Sec. DHS
Sec. Defense
Sec. Transportation
Sec. HHS
Sec. Treasury
Director FEMA
Director FBI
US Attorney General
Homeland Security
Advisor

In 2009 President Barack Obama recommended that the HSC and NSC staffs be
merged into a National Security Staff.
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Goals of Department of Homeland Security as stated by the Office of
Management and Budget:
•
•
•
•
•

Safeguard Our Transportation Systems
Prevent Biological, Radiological, and Nuclear Attacks
Strengthen Border Security and Immigration Verification Plan
Protect Critical Information Networks
Bolster National Preparedness and Response Capabilities

Funding
FY 2011
Request by DHS
Request by the President

$56.3 Billion
$43.6 Billion

Selected Agency Proposed Funding For FY 2011
Border Patrol
Coast Guard
State and Local Programs
Immigration & Customs
National Cyber-Security Initiative
(protect info nets)
Airport Screening & Detection and air
marshal program

$ 4.60 Billion
$10.08 Billion
$ 4.00 Billion
$ 1.60 Billion
$364.00 Million
$734 Million

Homeland Security Intel Agencies
Office of Intelligence and Analysis (I&A). Provides intelligence information to
Secretary DHS and other relevant federal, state and local officials. The Office of I&A
receives and analyzes information from DHS agencies, e.g. Customs and Border Patrol.
The I&A is a member of the Intelligence Community.
Coast Guard Investigative Service. Obtains intelligence information relative to
its mission; participate in national and international maritime law enforcement and
counter-terrorist programs.
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Federal Bureau of Investigation
The Federal Bureau of Investigation (FBI) is housed in the Department of Justice
(DOJ) and is a member of the Intelligence Community. Its mission is “to protect and
defend the United States against terrorist and foreign intelligence threats and to enforce
the criminal laws of the United States.” The FBI home page lists its national security
priorities as:
1. Counterterrorism
International terrorism
Domestic terrorism
Weapons of mass destruction
2. Counterintelligence
Counter espionage
Counter proliferation
Economic espionage
3. Cyber crime
Computer intrusions
Online predators
Piracy/intellectual property theft
Internet fraud
STRUCTURE
Office of the President

Secretary Dept. of Justice

U.S. Attorney General

Director FBI

Overseas
Legal Attaché
Offices

United States
Field Offices (56)
Local Offices (400)
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In 2005 the National Security Branch (NSB) of the FBI was legislatively created.
The NSB combined the FBI’s directorates of Counter Terrorism, Counter Intelligence,
Intelligence, Weapons of Mass Destruction (WMD) and Terrorist Screening Center. The
NSB is headed by an Executive Assistant Director.
The FBI maintains offices at 75 American embassies or consulates in major
foreign cities. Its agents work closely with foreign law enforcement and intelligence
agencies. Information is shared with host governments and the U.S. Intelligence
Community.
The FBI’s FY 2010 was $7.9 billion. Its FY 2011 budget request was $8.3 billion
in direct budget authority. The request includes salaries for 33,810 personnel at all levels.
All FBI activities are subject to congressional oversight.
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Chapter 8

SAVING NATIONAL DEFENSE AND NATIONAL SECURITY
DOLLARS
National defense and national security budgets, in particular national defense, are
always contentious. And while no member of Congress or the President and his
appointees publicly oppose spending on the nation’s national security/national defense,
the eternal question remains—how much spending is enough, i.e. reaching a “just right”
Goldilocks solution.
In FY 2010 the DOD budget was $680 billion. Its share of total federal spending
was approximately 20 percent of the federal budget or around 4.8 percent of Gross
Domestic Product (GDP). In this context, there always will be proposals on how to save
on defense/national security spending without jeopardizing the nation’s ability to defend
itself and its national interests.
Two federal agencies, the Government Accountability Office (GAO) and the
Offices of Inspector General (IG) are tasked to insure efficiency in federal spending.
The General Accounting Office is a part of the legislative branch of government
and is sometimes called the “congressional watchdog.” It is headed by the Comptroller
General of the United States. Its purpose is to investigate and report on how taxpayer
dollars are spent. Another function is to advise Congress and the Executive Branch on
how to make government agencies “more efficient, effective, ethical, equitable and
responsive.” In this respect, the GAO audits federal agencies, investigates allegations of
illegal and improper activities, monitors government programs, and, in general, outlines
options for congressional consideration.
A major problem with GAO reports to Congress is the time its takes from request
to final product. This time can be in months even with respect to priority requests. In
defense of the agency, while its conclusions may be debated, stated facts in its reports are
seldom questioned.
Other than classified reports, its findings (reports, testimony) are available to the
public.
An Inspector General (IG) is a military or civilian official charged to “detect and
prevent fraud, waste, abuse and violations of law and to promote economy, efficiency and
effectiveness in government operations.” Inspector Generals are found at the federal,
state, and sometimes local levels of government. Both the Departments of Defense and
Homeland Security have Offices of Inspector General as well as IGs in agencies under
their control.
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The Department of Defense Inspector General issues semi annual reports to the
Congress. The report covering the period October 1, 2009 to March 31, 2010 “cited 61
audits, assessments, inspections, and intelligence reviews and identified potential
monetary benefits of $195 million.”
The mission statement of the Office of Naval Inspector General, for example,
includes, among other goals, “providing candid, objective, and uninhibited internal
analysis and advice and emphasizing integrity, ethics and efficiency, discipline and
readiness—afloat and shore.”
The Inspector General Act of 1978 as amended by the IG Reform Act of 2008,
created the Council of Inspectors General on Integrity and Efficiency (CIGIE). It is an
independent agency within the executive branch of government and is composed of all
federal Inspectors General. Among others, its mission is to “develop policies that will aid
in the maintenance of a corps of well trained highly skilled Office of Inspector General
personnel.”

Procurement
Department of Defense procurement contracts account for over 70 percent of all
federal procurement spending. In this context, the possibility of waste and fraud is
enormous. Legendary examples include the $435 claw hammer, the $640 toilet seat, the
$7,700 coffee makers, and the over $1,100 paid for a spare plastic cap for a navigators
stool on a B-52 bomber, allegedly worth no more than 5 cents.
Since the revelations of the 1980s, DOD’s presentations to Congress have
included statements about procurement reform and promises of increased oversight of all
defense expenditures.
While there is no doubt that discretionary authority is subject to abuse, equally at
fault is DOD’s insistence on rigid specifications for many trivial purchases. DOD has
promised to address the “specifications” problem.
In a 2009 Defense Recommendations Statement the Secretary of Defense
announced as a principal objective to “reform how and what we buy, meaning a
fundamental overhaul of our approach to procurement, acquisition, and contracting.”
In June 2010 DOD officials stated they plan to cut $100 billion from defense
budgets over the next five years. In this context, the Secretary of Defense wants to
“reform the way the Pentagon does business—to examine defense contracts for
inefficiencies and unneeded overhead and for responsible officials to take a hard,
unsparing look at how (their) departments are staffed, organized and operated.”
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Initiatives and Suggestions
• Consider further DOD-private sector partnerships with respect to non combat
missions, e.g., CRAF and MSP.
• Consider privatizing additional housekeeping and maintenance activities. DOD
has already privatized a number of such activities.
• Give local authorities, e.g. base commanders complete discretion in purchasing
local, off-the-shelf supplies and equipment. At present there is some discretion
allowed. More, however, should be considered.
• Review specification requirements for all DOD acquisitions, especially non
combat acquisitions.
• Review the funding process for multi-year, high value acquisitions, e.g., aircraft
carriers George H. W. Bush and Gerald R. Ford.
• Review regulations with regard to foreign military sales with the purpose of
encouraging such sales while, at the same time, giving due consideration to the
national security and national interests. Foreign sales contribute to a stable
civilian mobilization base. Major foreign sales in the first part of 2010 totaled
approximately $14.5 billion. In 2009 approximately $39 billion in sales was sent
to Congress for approval.
• Significantly increase penalties, including prison, for fraudulent behavior in
obtaining and fulfilling DOD contracts.
• Review the policy of geographically spreading out sub contracts for major
defense acquisitions, i.e. among states and congressional districts. Logistics
suggests such dispersion of actives can be inefficient, e.g. increased transportation
and information costs. To discipline the practice will take congressional
cooperation.
• In the past, congressional oversight of many national defense/national security
programs has been judged minimal. Insuring continuing and active oversight by
the responsible congressional committees is the responsibility of Senate and
House leaders. Failure in this regard should be well publicized in the media.
• Scrutinize “change orders” in large, multi year programs. The burden of proof
should rest with those requesting the change order. Changes due to technology
advances—ones that increase war-fighting capability should be honored.
Cosmetic changes, i.e. “nice to have but not essential” should be rejected. Putting
change orders under the microscope will require the active support of DOD and
the Congress.
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• Acceptable cost overruns in major defense acquisitions and programs should be
precisely stated when negotiating contracts.
• Consolidating geographically dispersed national defense/security activities that
serve a common purpose deserves consideration.
• Precisely define the obligations of both parties with respect to Department of
Defense RDT&E contracts. Restructuring /reopening such contracts should be
approved at the highest level, i.e. in the Office of Secretary of Defense, and, in
particular, payments for work performed on cancelled contracts.
While many of the above initiatives and suggestions were examined in relevant
chapters of this Guide, the above is not an exhaustive list.
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Acronym List
CBO
CIA
CIGIE
CRAF
CVN
DHS
DIA
DNI
DOD
DOJ
EADS
FBI
FEMA
FY
GAO
GDP
I&A
IC
IG
MIP
MPS
MSP
NIE
NIP
NSB
NSA
NSC
O&M
OMB
RDT&E
RFP
RRF
VISA
WMD

Congressional Budget Office
Central Intelligence Agency
Council of Inspectors General on Integrity and Efficiency
Civil Reserve Fleet
Aircraft Carrier, Nuclear
Department of Homeland Security
Defense Intelligence Agency
Director of National Intelligence
Department of Defense
Department of Justice
European Aeronautics Defense & Space
Federal Bureau of Investigation
Federal Emergency Management Agency
Fiscal Year
General Accountability Office
Gross Domestic Product
Office of Intelligence and Analysis (DHS)
Intelligence Community
Inspector(s) General
Military Intelligence Program
Maritime Prepositioning Ships
Military Security Program
National Intelligence Estimate
National Intelligence Program
National Security Branch (FBI)
National Security Advisor
National Security Council
Operations and Maintenance
Office of Management and Budget
Research, Development, Test and Evaluation
Request for Proposal
Ready Reserve Force
Voluntary Intermodal Sealift Agreement
Weapon of Mass Destruction
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Appendix A

EXCERPTS OF DWIGHT D. EISENHOWER LEAVE TAKING AND
FAREWELL ADDRESS, 1961
Until the latest of our world conflicts, the United States had no armaments industry.
American makers of plowshares could, with time and as required, make swords as well. But
now we can no longer risk emergency improvisation of national defense; we have been
compelled to create a permanent armaments industry of vast proportions. Added to this, three
and a half million men and women are directly engaged in the defense establishment. We
annually spend on military security more than the net income of all United States
corporations.
This conjunction of an immense military establishment and a large arms industry is
new in the American experience. The total influence--economic, political, even spiritual—is
felt in every city, every Statehouse, every office of the Federal government. We recognize the
imperative need for this development. Yet we must not fail to comprehend its grave
implications. Our toil, resources and livelihood are all involved; so is the very structure of
our society.
In the councils of government, we must guard against the acquisition of unwarranted
influence, whether sought or unsought, by the military industrial complex. The potential for
the disastrous rise of misplaced power exists and will persist.
We must never let the weight of this combination endanger our liberties or
democratic processes. We should take nothing for granted. Only an alert and knowledgeable
citizenry can compel the proper meshing of the huge industrial and military machinery of
defense with our peaceful methods and goals, so that security and liberty may prosper
together.
Akin to, and largely responsible for the sweeping changes in our industrial-military
posture, has been the technological revolution during recent decades.
In this revolution, research has become central; it also becomes more formalized,
complex, and costly. A steadily increasing share is conducted for, by, or at the direction of,
the Federal government.
Today, the solitary inventor, tinkering in his shop, has been overshadowed by task
forces of scientists in laboratories and testing fields. In the same fashion, the free university,
historically the fountainhead of free ideas and scientific discovery, has experienced a
revolution in the conduct of research. Partly because of the huge costs involved, a
government contract becomes virtually a substitute for intellectual curiosity. For every, old
blackboard there are now hundreds of new electronic computers. The prospect of domination
of the nation’s scholars by Federal employment, project allocations, and the power of money
is ever present--and is gravely to be regarded.
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